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I. O6mmue moJiokeHH.

1.1. Hacrosmee [lonoxenue paspabotano B pazpaboTaHO B COOTBETCTBHU ¢ DenepallbHBIM 3aKOHO
ot 27.07.2006 Ne 149-®3 (pen. ot 02.12.2019) «O6 mrdopmanuu, WHHOPMALKOHHBIX TEXHOJIOTHUSAX H
3amute uHOOpMaimm», DemepanpHbIM 3akoHOM OT 27.07.2006 Ne 152-®3 (pem. ot 31.12.2017) «
MIEPCOHANBHBIX AaHHBIX», [locranoBnenuem IlpaButensctBa P® ot 01.11.2012 Nel119 «O6 yrBepkneHnu
TpeOOBaHMWM K 3alWTe IEPCOHATBPHBIX MaHHBIX TpH HUX 00paboTke B HWHGOPMAIMOHHBIX CHCTEMZ
MEepCOHANBHBIX MaHHBIX», [Ipukazom [ocrexxkommecum Poccum ot 30.08.2002 Ne 282 «CrenuanbHb
TpeGOBaHUS M PEKOMEH/IALIHH 110 TEXHUYECKOH 3amuTe KOHGUICHIUAIEHOH HHGOPMaIU» TOCYIapCTBEHH:
TexHU4ecKast komuccus», [Ipukazom @CTOK Poccum ot 18.02.2013 Ne 21 (pem. ot 23.03.2017) «O
ytBepkaeHnn CocTaBa H COAEPXKAHUS OPTraHM3aLlHOHHBIX W TEXHHYECKHX Mep 10 00ecCHeyeHH!
0€30MacHOCTH TEPCOHAIBHBIX JAaHHBIX MpPH HX 00paboTke B WH(YOPMAIMOHHBIX CHCTEMAxX IME€PCOHAIBHE
TTAHHBIX».

1.2. TlomoxeHWe peryaupyeT MOMUTHKY YUpPEXIEHHs M0 0e30MacHOCTH HH()OPMAIHOHHBIX
KOMMYHHKAITMOHHBIX PECYPCOB M TEXHOJOTHI 1 001 MOpsmok 0OpaIeHus ¢ JOKyMEHTaMH, COAEPKAITiM
ciyxeOHyI0 HHYOPMALUIO OTPaHWIEHHOTO pacpOCTpaHEeHHs U yCTaHABITMBACT:

- 0OBEKTHI 3aIMUTHI HHPOPMAIMKA U CYOBEKTHI JOCTYNa K HHYOpMAUH WHPOPMAIUOHHBIX CHCTEM
PECYpCOB;

- OCHOBHBIE YI'po3bl MH(OPMAIMOHHON Oe3omacHOCTH (Hajiee — HMH(OpMAalHOHHAs 0e30IacHOCT!
MBY O «LCIIu Ty,

- OCHOBHBIE MTPUHIIHAITBI TOCTPOSHHS cHcTeMBI 3amuThl nHGopmannu MBY JTO «LICIIunTy;

- MEpBI, METOIBI U cpecTBa obecrieuenns nHGopmanronHoi 6ezomacHoctt MBY JIO «LICIHuIT».

1.3. Hactosimee Tlonoxxenune pa3paboTaHO C IENbI0 YCTAHOBICHHUS HAANEXKAIEro Mopsaka padoThl
co3manue Oe30MacHBIX yCIIOBHU miss obOyuarommuxcs u cotpyanukos MBY IO «UICHIulT» (manee
Vupexnenue), a Tak XK€ HCKIIOYCHUS BO3MOXXHOCTH IIPOHUKHOBEHHS ITOCTOPOHHHX JIMI[, BBIHO(
MaTepHaIbHBIX [IEHHOCTEH, HHBIX HapyIIeHUH 00IECTBEHHOTO MTOPSIKA.

1.4. Jlamnoe Ilomoxenme pasmemaercs Ha odunuansHOM caiite MBY JIO «ICIIuT»
HH(OPMAITHOHHO-TEJICKOMMYHHUKAITHOHHOM ceTn « IHTepHETY.

II. O0bexTHI, MOAJEKAIIHE 3aIIUTE.

2.1. B VYupexnenuun oOpabareiBaeTcsi WH(OpMAIMS, COJep:Kalas CBEICHHUS OrPaHHYEHHOI
pacrpocTpaHeHus (ciny)xeOHas WHGOpPMAIHs, MEepPCOHATBHBIC MaHHBIC), W OTKPBITBIE CBENCHHS. 3aIlu’
MOJIe)KaT Bce HWH()OPMAMOHHBIE CHCTEMBI YUPSKACHHs, HE3aBUCHMO OT HX MECTOHaXOXKICHH
YHUCIISIIIRECS Ha OyXTAITEPCKOM yUeTe Y UpexIeHHUsI.

2.2. OcHOBHBIE 00BEKTHI, OUICIKAIITIE 3AITUTE:

- uHQOpMAMOHHBIE CHCTEMBI IMEpCOHANBHBIX AaHHBIX (manmee — WCIIH), a Takxke OTKpBIT:
(obmmemoctymHas) wHGOpMarus, HeoOXomuMast Tt paboTHl Y UpEXICHNUS, HE3aBUCHMO OT ()OPMBI M BHJIA ¢
IIPE/ICTaBIICHHST,

- mpomecchl 00paboTku  wHGpOpMamuH B WHGOPMAIIMOHHBIX  CHUCTEMax  YUPEXICHH
HH(OPMAITHOHHBIE TEXHOJIOTHH, PETIaMeHTBl M TpOIEexypbl cOopa, 00paboTkM, XpaHEHHs] M mepenat
HHpOpMaIIH;

- uHbOpMaITHOHHAs HHOPACTPYKTYpa, BKIIIOYAIOIIAs CHCTEeMbl 00paboTKM M aHanu3a WH(opMann
TEeXHUYECKHE W IPOTpaMMHBIE CpencTBa e€ 00paboTKH, mepefadyd M oToOpakeHHUs, B TOM YHCJIE KaHal
HH()OPMAITHOHHOTO 0OMeHa U TeIEKOMMYHHUKAI[HH, CHCTEMBI M CPEJICTBA 3aIlHThl HHPOPMALIHH.



2.3. OcobenHOCTH 0OBEKTOB, MOIJICIKAIITHAX 3AIUATE:
- 00beIWHEHHE B EIMHYIO CHCTEMY OOJBINOTO KOJHYECTBA TCXHMYECKHX CPENCTB 00paboTKM M
¢Iau¥ HHQOPMALIHH;
- H200X0INMOCTE 00ECTICUCHHSI HETTPEPBIBHOCTH (QYHKIIMOHUPOBAHHUS Y UPEKICHHUS,
- BEICOKas HHTEHCHBHOCTh HH(POPMAIIMOHHBIX IIOTOKOB;
- pa3Hoo0pa3ye KaTeropuil moab30BaTeIeH.
II1. e 1 321249 cHCTEMBI o0ecredeHNst HHGOPMAIHOHHOH 6e3011acHOCTH.
CyvOvexTsl gocTyma K wWHpOpMaiu Mpu oOecredeHuH HHOOPMAIHOHHON O€30IaCHOCTH
V=pesIeHNHS SBISIOTCA:

- paboTHHKH Y4YpeKIeHHs, YJacTBylOIIHe B HHGOPMAMOHHOM OOMEHE B COOTBETCTBHH C
S037T0%EHHBIMHE Ha HUX JI0/KHOCTHBIMH 00S13aHHOCTSIMU;

- (OW3WUYECKHE JIMIA, CBEIEHHS O KOTOPBIX HAKAITMBAIOTCS, XpPaHATCI H 00pabaThIBAarOTCS B
#=EDOPMAIMOHHBIX CHCTEMax YupexIeHus (B COOTBETCTBHH co cT.14 DenepanpHoro 3akoHa or 27.07.2006

2-03 «O mepcoHATHHBIX TaHHBIXY;
- COTPYIHHKHM BHEIIHHX OpTaHMW3allfi, 3aHWMAIOUIUXCS pa3pabOTKOH, IOCTaBKOM, PEMOHTOM U
o0CTyKHBaHAEM 000pyI0BaHHS UM HH(POPMALIMOHHBIX CUCTEM.

3.2. TlepeunciieHHBIM CyOBEKTaM MOCTyTa K HHQOpPMAHH HE00X0JUMO 0OECTIEUHTE:

- CBOEBPEMEHHOCTH JOCTYTa K He0OX0 Mo UM HHGOpMALUH (€€ JOCTYIHOCTS);

- I0CTOBEPHOCTD (TTOIHOTY, TOYHOCTH, AKTYaTbHOCTb, IIEIIOCTHOCTH) HH(GOPMAIIHH;

- KOH(HIEHIMAIBHOCTh (COXpaHEHHE B TaifHe) ONpPENENICHHOH YacTH HH(OpPMAIWH, 3alluTy OT
HaBSI3BIBAHUS JIOXKHOM (HEIOCTOBEPHO, HCKaXXeHHOI) HH(pOpMaIHy;

- BO3MOXHOCTH OCYIIECTBJIEHHS KOHTPOJISI M YIpaBlIeHHs IpoleccaMu o0paboTkd W Iepeaadn
HHQOpMaIHH;

- 3aMUTy HHPOPMALIUK OT HE3aKOHHOTO PAaCIPOCTPAHEHHS.

3.3. Ilenbro 3ammThl WH(GOpPMAIMK, Ha TOCTHXKEHHE KOTOpoil HampaBieHo Hactosmee I[lomoxenwue,
ABISIETCS 3AIIUTA OT BO3MOXHOTO HAHECCHHS] CYyOBEKTOM JOCTyNa K HH(OPMalMH MaTepHaILHOTO,
GH3UYecCKOro, MOpPAJBHOTO WM HWHOTO ymepba IOCPENCTBOM CIIy4aHOrO WM IPEIHAMEPEHHOTO
BO3IeiicTBHS Ha WHPOPMANHWIO, e HOCHTENH, Ipolecchl 00paboTkM M Iepeladd. YKasaHHas Ieib
JIOCTHTAETCS TIOCPEACTBOM OOECTIEYEHHS U TOCTOSHHOTO TIOIEPXKAHUS CIIEIYIOIUX CBOXCTB MHGOPMAIIUH:

- JIOCTyIHOCTH WH(OpMAIM¥ IS aBTOPH30BAaHHBIX CyOBEKTOB J0CTyna (yCTOWYHBOTO
(GYHKIIMOHHPOBAHUSI CHCTEMBI, IIPH KOTOPOM aBTOPU30BAaHHBIE CYOBEKTHI HOCTYIlAa WMEIOT BO3MOXKHOCTH
TOJTy4eHus He0OX0AuMOoit HHPOPMALIHH);

- IIEJOCTHOCTH M ayTEHTHYHOCTH (TMOATBEPXICHHE aBTOPCTBA) HMHQOpManWM, XpaHUMOH H
00pabaTeiBaeMOi B cucTeMax Y UpexIeHHs U IlepelaBacMOM 10 KaHajlaM CBSI3H,

- KOH(HUIECHIMATBHOCTH — COXPAHCHHsS B TalfHE ONpPENENICHHOW dacTH HHQPOPMAlUM, XPaHHMOH,
00pabaTteiBacMOi U TepeaaBaeMoii o KaHainaMm cBsi3u. HeoOXoauMbIi ypoBEHB HOCTYITHOCTH, [IEIOCTHOCTH U
KOHGHICHIMATFHOCTH HHbOPMAaUH 00eCreYnBacTCs METOJAMH W CPEACTBAMH, COOTBETCTBYIOIMMH
MHOKECTBY 3HAYMMBIX yTPO3.

3.4. OCHOBHEIE 3a/1a4M CHCTEMbI oOecrieueHus HHGOPMAIMOHHOW 6e30macHoCTH. J[Is TOCTHXKEHUS
OCHOBHOH IeNM 3alIUTEl U OOECIeYeHHs] YKa3aHHBIX CBOMCTB HHGOpMAIMK CHCTeMa HH(pOpPMalHOHHAs
5230MacHOCTh JOJDKHA 00€CTIeUnBaTh PEIIEHHE CIEAYIOMINX 3a1a:

- CBOEBPEMEHHOE BBISBIICHHE, OICHKA M MPOTHO3UPOBAHME HCTOYHHKOB Yrpo3 HH()OPMAIMOHHON
3230MaCHOCTH, TIPUYMH U YCJIOBHH, CMOCOOCTBYIOIIMX HaHECEHMIO yiepba cyObekTam HH(OPMAalHOHHBIX
OTHOUICHHH, HAPYIIIEHHIO HOPMATBHOTO (QYHKIIHOHNPOBAHHUS CHCTEM;

- CO3/IaHME MEXAHNU3Ma OTIEPATHBHOTO PEarnpOBaHMUS Ha yrpo3bl O¢30MaCHOCTH HH(DOPMaNny;

- CO3JaHHe YCJIOBHH 1T MHHHMH3AIMH W JIOK&IH3AIWH HAHOCHMOTO ymiepba HeNpaBOMEPHBEIMH
JIeHCTBHAMHE  (QM3MYECKAX M IOPUIMYECKHX JIMIL, OCITA0JICHHE HETATUBHOTO BJIMSHHWS W JIMKBHIAIIAS
TOCTIeICTBHH HapyIIeHHs O€3011acCHOCTH WHPOPMAINH;

- 3aIUTY OT BMEIIATEIBCTBA B MpoIiece HYHKITMOHUPOBAHUS CHCTEM Y UPEKACHHS IIOCTOPOHHUX JIHIT
T0CTYTT K WHQOPMAIHOHHBIM pecypcaM MODKHBI MMETh TOJBKO 3apETMCTPHPOBAHHEBIE B YCTAHOBJICHHOM
TODsIKe MOTB30BaATelH);

- pasrpaHHYeH#e I0CTyTIa MOoJIb30BaTeNeii K HHPOPMAIMOHHBIM, AlllIapaTHBIM, IIPOrPAMMHBIM U HHBIM
pecypeaM - obecredeHne I0CTyIa TOJBKO K TEM pecypcaM M BBIIIOJIHCHHS TOJBKO TEX OINCpaIuii ¢ HUMH,
XOTOPBIE HEOOXOIMMBI KOHKPETHBIM TOJIB30BATEIISIM JUTS BBITIOJTHEHHS CBOHMX CITY’)KEOHBIX 00A3aHHOCTEH;

- oOecreyeHHe avTeHTH(HKAIMA IMOJB30BATENEH, YJaCTBYIOIIMX B HH(GOpPMAaOHHOM oOMeHe
IOITBSPAICHNE MOTHHHOCTH OTIIPABUTEIIS U MOTydaTesst HHQOPMAaInH);




- 3aIUTy OT HECAHKIMOHHPOBAHHON MOAMGHMKAMH MWCIONB3YEMBIX B CHCTEMaX MPOrpaMMHBIX
CPeNCTB, a TAKKe 3AIWTy CHCTEM OT BHEJPEHHS HECAHKIMOHWPOBAHHBIX —MPOTPaMM, BKIIHOHA
KOMITBIOTEPHBIE BUPYCHI;

- 3amuTy WHOGOPMAIMK OT YTEUKM II0 TEXHHYSCKMM KaHajaM TIpH ¢ 00paboTKe, XpaHCHHH U
nepeaade 1Mo KaHajlaM CBS3H.

3.5. OCHOBHBIE NyTH pEIICHHS 3ajad CHCTEMbl HH(OPMAIMOHHOH 0e30macHOCTH VYupexaeHusl.
OCHOBHBIE LIEJTH ObecredeHns MHPOPMAIMOHHON 0E30IaCHOCTH W PEINCHHUE TEPEUMCICHHBIX BBIMIC 3374
JTOCTHTAIOTCS:

- y9ETOM BCEX TOIEKAMIHX 3alHTe MHOPMAIMOHHBIX CHCTEM Y IPEKACHUS,

- y48TOM JIeHCTBUH IIEpCOHaNa, OCYIECTRIISIOMET0 00CTyKUBAHUE 1 MOAU(UKAIHIO IPOrPAMMHBIX U
TeXHHUYECKHX CPECTB KOPIIOPATUBHON HH()OPMAIOHHON CHCTEMBI,

- TIOJTHOTOH, peaIbHON BBITONTHAMOCTBIO ¥ HEMPOTHBOPEUHBOCTBIO TpeOOBaHUH  JIOKAJIBHBIX
HOPMATHBHBIX aKTOB Y UPEXICHHS 110 BOMpocam 0becTieueH s nH(pOpMaIMOHHON 6e301aCHOCTH;

- TIOTOTOBKOM JODKHOCTHBIX JIHII (PaOOTHHKOB), OTBETCTBEHHBIX 3@ OPTaHU3AINI0

¥ OCYIIECTBIEHHE PAKTHICCKIX MEPOTIPUSATHH [0 00ECTICICHHIO “HPOPMAIOHHON 6€30MacHOCTH;

- HaJeJIeHHeM KaXIoro paboTHHKA (ITOIB30BaTeNs) YUPEKACHHSI MUHAMATBHO HEOOXOOUMBIMH IS
BLITIOJIHEHHS] UM CBOMX ()YHKIIHOHAIBHBIX 00A3aHHOCTEH NMONHOMOYHMSMH IO AOCTYITY K HHPOPMALMOHHBIM
pecypcaMm Y UpeKIeHus,

- YeTKUM 3HAHMEM W CTPOTHM COGIIOIEHMEM BCEMH IOIB30BATENSIMH HH(OPMAIHOHHBIX CHCTEM
VupexneHuss TpeOOBaHMM JIOKAJIbHBIX HOPMAaTHBHBIX aKTOB VypexIeHns 110 BOIpocaM O00eCeueHHUsI
HH(POPMAITMOHHOH 0€30IMacHOCTH;

- TIepCOHANBHONW OTBETCTBEHHOCTBIO 32 CBOM JICHCTBHS KaXKIOTO pabOTHHKA, B paMKaX CBOHX
(YHKIHOHATEHBIX 06S3aHHOCTE} HMEIOMIETO IOCTYTI K HH(OPMALIMOHHEIM pecypcam YupexxneHus;

- HCNpEPHIBHBEIM  MOIICPXAHMEM  HEOOXOMMMOTrO  YPOBHS  3AIHMIICHHOCTH  3JICMCHTOB
HH(POPMAIMOHHBIX CHCTEM Y YPEIK/ICHHUS;

- TpUMEHEHHEM MPOTPAMMHO-ANNAPATHBIX CPEICTB  3AIIATHI nH(GOpPMAIMA U  HENPEPBIBHOM
aIMHHHUCTPATHBHOMN MOANEPKKON WX HCIIOIB30BAHNMA,

- 2(QEeKTUBHBIM KOHTPONEM Hal COOMIOACHHEM TIOJIB30BATC/IAMH WH(POPMAMOHHBIX PECYPCOB
VuperxeHns TpeGOBaHNH 110 06eCTeYeHH IO HHOPMAIHOHHOH 0e30MacCHOCTH.

IV. OcHOBHbIE yrpo3bl HHPOPMALHOHHOH §€30MaCHOCTH YUpPe:KICHHUSI.

4.1. CymecTByeT iBa BHJa yrpo3 HHGOPMAHOHHOK 0e30macHOCTH:

- HCKYCCTBEHHBIE — YTPO3BI, BBI3BAHHBIC JACSTEIBHOCTBIO YEITI0BCKA;

- CTECTBEHHBIC — YTPO3HI, BBI3BAHHBIE BO3IEHCTBUAMA Ha MHPOPMAIMOHHYIO CHCTEMY U €€ STICMCHTBI
0OBEKTHBHBIX (DU3MUECKUX MPOIECCOB TEXHOTEHHOTO XapaKTepa WM CTHXHHHBIX NPUPOTXHBIX SBJICHHUH, HE
3aBHCSIIUX OT YETOBEKA.

4.2. HanbGonee 3HAYAMBIME yrpo3aMH MH(pOPMALMOHHOH Ge30MacHOCTH YUpeKICHHS (crrocobamu
HaHeceHus ymepoa cyb6pexTaM HHGOPMALHOHHBIX OTHOLICHHH) SBIAIOTCS:

- HapylleHHe (YHKIMOHATIBHOCTH KOMIIOHEHTOB HH(pOPMAUMOHHBIX  CHCTEM VYupexaeHus,
GII0KHpOBaHHEe MH()OPMALHH, HAPYIICHHE TEXHOJOTHYECKUX MPOLECCOB, CPBIB CBOCBPEMCHHOIO PCLICHHA
3a1ad;

- HapylIeHHe LEJOCTHOCTH (MCKaXEHHE, MOIMEHa, YVHHUYTOXKCHHE) HHQOPMAIMOHHBIX PECypcoB
Vuperxaenns, a Taxke GpanbcHpukanus (MoAeIKa) T0KYMEHTOB;

- HapyIIeHHe KOH(H/ICHIHATPHOCTH (Pa3TyialleHne, yTeuKa) IePCOHATbHBIX TaHHBIX.

4.3. OCHOBHBIE HCTOUHHKH yTPo3 HHPOPMAIMOHHOM 6€30MacHOCTH Y UPeKIACHHS:

- HeTlpeHaMepeHHbIe (OLIHOOUHEIE, CIlydaiiHble, 6€3 37I0T0 YMbIC/1a H KOPBICTHBIX 1esieil) HapyLIeHus
YCTAHOBNEHHBIX DErJIAMEHTOB cGopa, 0OpabOTKM ¥ Iepeladd HMH(pOpMaluh, a TaKxKe TpeOOBaHHH
Se3omacHoCTH HHPOPMAIHY | JIpYTHe ACHCTBHS IONMB30BaTENeH HHPOPMAIMOHHBIX CHCTEM VYupexaenus (B
ToM udcle pabOTHHKOB, OTBEHAIONMX 3a OOCTyXMBaHHE ¥  AIMHHHCTPHPOBAHHE  3JIEMCHTOB
nHQOPMAIMOHHBIX CHCTEM), MPHBOMAIMIME K HENPOW3BOMMTENBHBIM 3aTpaTaM BPEMCHM M PECYPCOB,
Pa3rIAMEHNIO CBEICHHI OrPaHMYEHHOr0 PacIpOCTPaHEHHUs], TIOTEPe HeHHOH WH(OPMALNK W HapyIICHHIO
paboTOCTIOCOOHOCTH 3ITeMEHTOB HH(POPMAIHOHHBIX CHCTEM;

- IpeHaMepEeHHbIE (B KOPBICTHBIX LENSAX, O TIPHHYXICHUIO TPETHHMH JINLAMH, CO 3IIBIM yMBICTIOM H
T.11.) JeliCTBHS JIEraTbHO JOMYIICHHBIX K HHQOPMAITMOHHBIM PeCypcaM Y HpeikIeHAs oJIb30BaTeNell (B TOM
grcrie pabOTHHUKOB, OTBEHAIOMIMX 32 00CITy)XHBaHHE ¥ aJIMHHHCTPUPOBAHME SIICMCHTOB HH()OPMALIHOHHBIX
CHCTeM), KOTOpHIE TPHBOIAT K HEIPOM3BOAMTENBHBIM 3aTpaTaM BPEMEHM W PECypCOB, PasITIAIICHHMIO



CBCICHMH  OTPaHHYCHHOIO  pACIHPOCTPAHEHHMS, TMOTepe LEHHOW WH)OPMAIMM MM  HApPYyUICHHIO
p200TOCTIOCOOHOCTH 3NIEMEHTOB HH()OPMAIIHOHHEBIX CHCTEM Y UPEXKIEHHSI:

- yIAJeHHOE HECAHKIIMOHMPOBAHHOE BMEINATENBCTBO TOCTOPOHHHX JIMII W3 BHEIIHUX CeTed 0OIIero
Ha3Ha4YeHus (Tpexae BCEro uepes ceTb MHTepHeT), uepe3 JerajbHblC M HECAHKI[MOHMPOBAHHEBIE KaHAIIBI
NOIKTIOUCHHUS K TaKMM CETAM, HCIONB3YySl HENOCTaTKH IIPOTOKOJIOB OOMEHA, CpENCTB 3aIlUThl M
DasrpaHUYCHHUS YIAICHHOTO JOCTYyIa K HHYOPMAIIHOHHBIM pecypcaM;

- OmHMOKH, JOIYINEHHbIE IPH pa3paboTKe 3JIeMEHTOB WHGOPMALMOHHEIX CHCTEM YUPEKICHHS U HX
CHCTEM 3allUTHI, OITHOKH B TPOTPaMMHOM 00ECHEeYeHHH, OTKA3bl H COOM TEXHHYECKHUX CPEACTB (B TOM YHCIIE
CDEICTB 3alUTHI HHPOPMAITHH),

- TEXHHUUYECKHE COOU 3JIEMEHTOB HH()OPMAIIMOHHBIX CHCTEM.

4.4. IIytn peanu3aruyn yrpo3 HHGOPMAITHOHHOM 6€30IIaCHOCTH Y UpeKIEHHS.

4.4.1. Ilytu peanu3arvu HellpeTHAMEPEHHBIX HCKYCCTBEHHBIX YIpo3 HH()OPMAIMOHHOM G€30MacHOCTH
VEpeKIeHHS.

PaboTHukM YupexaeHHs, SBISIONIMECS aBTOPH30BaHHBIMH CYOBEKTAMH JIOCTYIA HH(GOPMALHOHHBIX
CHCTEM, a TaKKe pabOTHHUKH, 00CTy)XKHBAIOIIHE OTACIbHBIC JIEMEHTH HH()OPMAIIHOHHBIX CHCTEM, SIBIISFOTCS
SHYTPCHHHMH HCTOYHHUKAMH CIy4adHBIX BoszneicTBuil. OCHOBHBIE NyTH peajiM3allid HeNpeqHaMepeHHBIX
HCKYCCTBEHHBIX (CyOBEKTHBHBIX) yTpo3 WH(GOpPMAIMOHHOM Ge30macHOCTH YupexnaeHus (nelcTBus,
OBCpIIAEMBIC JIFOBMH CITy4alHO, 110 HE3HAHHIO, HEBHUMATEIBHOCTH MJIM XaJIaTHOCTH, M3 JIIOOOTBITCTBA, HO
€3 3JI0T0 YMBICTIA):

- HEOCTOPOXKHBIE  JEHCTBHs, MPHUBOAAIIKNE K YAaCTHYHOMY WM TIOJHOMY HapYyIIEHHIO
DVHKIIHOHAIBHOCTH 3JIEMEHTOB HH()OPMAI[MOHHBIX CHCTEM Y UPEKICHHS;

- HEOCTOPOXXHBIC HEHCTBMsA, NPHUBOINAIIME K pa3ralleHHI0 WHPOPMAIHH OTrpaHHUECHHOIO
DacTpOCTPAHEHHUS WITH JIENAIOIIHE €€ 00IIeI0CTYITHOH;

- pasriamieHwe, nepenavya MM yTpara arpuOyTOB DasTpaHMUYCHHS JOCTyma (KIouel (JIOTHHOB),
TapoJiel, KIIF0YeBBIX HOCUTENEH | T. 11.);

- HITHOPHPOBAHUE YCTAHOBJIEHHBIX IIPaBUJI IIPU paboTe ¢ MHYOPMAHOHHBIMH PECYpPCaMu;

- TIPOCKTHPOBAHHE AITOPUTMOB OOPa0OTKH MaHHBIX, pa3paboTka MPOTPaMMHOTO OOECIEeuUeHHs C
BO3MOXXHOCTSIMH, TPEICTABISIONMMH OIACHOCTh Ul (DPYHKIMOHHUPOBAHHUS WH()OPMAIMOHHBIX CHCTEM H
HH(DOPMaMOHHOH 6€30MaCHOCTH Y Upen ICHHS;

- TIEPEChIIKAa HMHGOPMANHMH M0 OIMHOOYHOMY IJIEKTPOHHOMY aapecy (YCTpOHCTBA); BBOJ OLIMOOYHEBIX
TaHHBIX;

- HEOCTOPO>KHAs 1T0pYa HOCUTENEeH HH(OpMAITHH;

- HEOCTOPO’KHOE MTOBPEXKICHUE KAHATIOB CBSI3H;

- HEMpaBOMEPHOE OTKIIIOYEeHHEe OOOpYHOBaHUS MM H3MEHEHHE pPEXAMOB pabOTHl 3IIEMEHTOB
#HDOPMAITHOHHBIX CHCTEM;

- 3apaXECHUE KOMITBIOTEPOB BUPYCAMH;

- HECaHKIHOHHWPOBAHHBIM 3allyCK TEXHOJOTMYECKAX IIPOTpaMM, CHOCOOHBIX BBI3BATH IOTEPIO
DabOTOCIOCOBHOCTH HIEMEHTOB MH(MOPMAIMOHHBIX CHCTEM MM OCYIIECTBIISIOLIINX HeoOpaTUMBIE B HHX
H3MeHeHHs (OpMaTHPOBAHKE HITH PECTPYKTYPH3ALHIO HOCHTENEl HH(OPMAIMH, yIAlEeHHE JaHHEIX);

- HEKOMITETEHTHOE HCII0JIE30BaHNE, HACTPOHKa MM HEIIPaBOMEPHOE OTKIIIOYEHHE CPEICTB 3AIUTEL

4.4.2. IlyTn peanusaiyn MpeIHaMEPEeHHBIX HCKYCCTBEHHBIX (CYOBEKTHBHBIX) YTPO3 HH(GOPMALHOHHOMH
0e30I1aCHOCTH.

OcHOBHBIE BO3MOXHBIE IIyTH YMBIIUICHHOW JI€30pTaHU3alii paboTel, BEIBOJA OJIEMEHTOB
HHQOPMAIMOHHBIX CHCTEM H3 CTPOS, HECAHKIIMOHWPOBAHHOTO HOCTyNa K WHpOpMamuH (C KOPHICTHBIMH
LIeJISIMH, 110 IPUHYXXJICHHIO, U3 JKEJIAHUS OTOMCTHTE):

- YMBIIUICHHBIE  NEHCTBHs, MPUBOAAIIME K YaCTHYHOMY WM  TIOJHOMY  HapyIIEHHIO
OVHKIIMOHATBEHOCTH 3JIEMEHTOB HH(GOPMAIIMOHHBIX CHCTEM YUpEXKIEHHUS!:

- NCUCTBUS MO [E30praHM3aluy (QYHKIMOHHUPOBAHUS HHGOPMAIHOHHBIX CHCTEM YUPEKIECHHS,
XHIIEHHE OJICKTPOHHBIX JOKYMEHTOB M HocuTeled HH(MOPMAIMH; HeCaHKIHOHHPOBAHHOE KOIHPOBAHHE
37IEKTPOHHBIX JOKYMEHTOB M HOCUTENEH HH(OPMAITHH;

- YMBIIIJIEHHOE HCKaXX€HHEe HHPOPMAIIMH, BBOJ HEBEPHBIX JTaHHBIX;

- OTKJIIOYCHHE WIIM BBIBOJ M3 CTPOsl IMOJCHUCTEM oOecledeHHs (GYHKIMOHHPOBAHHS DIIEMEHTOB
HH(MOPMAIIHOHHBIX CHCTEM (TEKTPOIIHUTAHHUS, OXJIAXKICHHS U BEHTHIIALMH, THHUH | alapaTyphl CBI3H);

- IEpEXBAT JaHHBIX, IEPEIaBaeMbIX 110 KaHaJaM CBSI3U M UX aHAIIN3;

- HE3aKOHHOE IIONyYeHHE aTpuOyTOB pasTpaHHUEHHS 10CTyma (WMCIONMB3ys XalaTHOCTh
MOIB30BATENIEH, ITyTEM TIOIIENIKH, T0A00pa Iapois);

C
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- HCCAHKIMOHWPOBAHHBIA JOCTYIl K pecypcaM HH()OPMALMOHHBIX CHCTEM C pabouMX CTaHIWii
2BTOPH30BAHHEIX CyOBEKTOB JIOCTYIIA;

- XMIIECHHE WM BCKPBITHE MU(YPOB KPUNTO3AIINTEl HH()OPMALIIH;

- BHEIPCHHUC alMapaTHBIX W MPOTPaMMHBIX 3aKNIANOK C MENBIO CKPBITHO OCYLIECTBIATH JOCTYI K
HHQOPMAIMOHHBIM PeCypcaM HMIIM  e30pTaHH3aLHH (GyHKIMOHHMPOBAHHS IIEMEHTOB HMH(OPMAIIMOHHBIX
CHCTEM YUpexIeHHUs;

- HE3aKOHHOC HCIIONb30BAHME SIEMEHTOB HH(GOPMAIMOHHBIX CHCTEM, HApYIIAIOMmee TpaBa TPEeThHX
THII;

- TIPUMCHCHHC MOACIYIIHBAIOMMX YCTPOHCTB, HOTO M BHIEO ChEMKa sl HECAHKIHOHHPOBAHHOTO
cheMa HH(pOpPMAITHH.

4.5. IlyTi peanm3aliuy OCHOBHBIX CTECTBEHHBIX YTPO3 HH(BOPMAHOHHOM 6e30TaCHOCTH:

- BBIXOI M3 CTPOSt 060PYIOBaHMS HMH(MOPMAIMOHHBIX CHCTEM M OGOPYIOBAHHS OGECTICUEHMS €ro
D VHKIMOHUPOBAHMS;

- BBIXOJ U3 CTPOSI HJITH HEBO3MOXXHOCTH HCITIOIb30BAHMS JIMHHI CBA3H;

- TIOXKapbl ¥ CTHXHUHHbIE OEICTBHS.

4.6. Moziets BO3MOXHBIX HapyIIHTENEH.

4.6.1. Tuns! HapymuTenei:

C yd4eTom KaTeropHu JIMI], MOTHBAIIHY, KBAMM(DHUKAIINHA, HATHYHS CTICIHATBHBIX CPEICTB:

HexomrieTenTHBI# (HeBHMMATENBHBI) MONMB30BaTENh — paGOTHHK YupexeHus (MM moApasaeleHns
BHCIIHEH OpraHM3alMH, 3aHMMAIOMmeiics OoGCIy)KUBaHHEM HWH(MOPMAMOHHBIX CHCTEM Vupexnenus),
TPSNPUHAMAIOIIH TOTBITKA BBITIOJIHEHHS 3aNPELICHHBIX NEHCTBUH, JIOCTYIIA K 3alHIIAEMBIM pecypcam
HH()OPMALMOHHEIX CHCTEM C IIPEBBINICHAHEM CBOMX ITOIHOMOYHMH, BBOMA HEKOPPEKTHBIX JaHHBIX, HAPYIICHUS
[IPABUIT H PETIIAMEHTOB paboTeI ¢ HH(OPMALHEi, IEHCTBYS 110 OIMHOKE, HEKOMIIETEHTHOCTH MITH XAIATHOCTH
0¢3 yMbIC/IA M MCTIONB3YIOLIIHIT [IPH 3TOM TOJBKO INTATHBIE CPEICTBA;

JIroGurens — paGoTHHK YupexneHus (Wi MOIpasaecHHs BHEITHEH OpTraHM3alWy, 3aHUMAIOIIEHCs
00CITy)XKMBaHHEM MH()OPMAIIMOHHEIX CHCTEM Yupexenns), TBITAIOMMHCS HAPYIIUTL CHCTEMY 3allUTHI 63
KOPBICTHBIX LEJIEH, yMBICIIA HITH IS CAMOYTBEPI K ICHHS.

IIpi 5TOM MCTIONB3YIOTCS pasIHYHbIE METOB! MONYHYeHH S JOTIOIHUTETBHEIX TTOTHOMOYMIL J0CTyIa K
pecypeaM, HEIOCTATKH B TOCTPOCHMM CHCTEMBI 3alUTBl M JOCTYNHBIE €My INTATHBIE CPEICTBA
|HCCAHKIMOHMPOBAHHBIC ACHCTBHS IIOCPEICTBOM IIPEBBINIEHHS CBOWX ITOJHOMOYMH HA HCIIONB30BAHME
Pa3pCIICHHBIX CPE/ICTB), HEIITATHbIE HWHCTPYMEHTANbHBIE M TEXHOJNOTMYECKHE MNPOrpAMMHbIE CpeICTBa,
CaMOCTOSATENBHO pa3paboTaHHEIE TIPOTPAMMBI HIIH CTAHAAPTHEIE HOTIOTHUTELHbIE TEXHIIECKHE CpencTBa.

BuyTpennwuit (BHEIIHHIT) 3M0yMBIIUTEHHNK - ABTOPH30BAHHBII CyOBEKT mocTyma (MMOCTOPOHHEE JIHIIO)
ISHCTBYIOIMH LENEHANPABICHHO (B TOM 4YHCIE B CTOBOPE C JIHI[AMH, HE SBIISIONMMHUCS paboTHHUKaMH
Yupexcnennus). [Ipn 3TOM HCIIONB3YIOTCS METONBI M CPENCTBA B3JIOMA CHCTEMBI 3aIMTEl, BKIIIOYAs
[CHTYPHBIC MCTOZBI, NAaCCHBHBIE CPENCTBA (TEXHHYECKHE CPEJICTBA [EPEXBaTa), METOMBI M CPELCTBA
“KTHBHOTO BO3AEHUCTBUS (MOTU(UKALMS TEXHHIECKHX CPEICTB, MOAKIIOUEHNE K KaHAAM TTepeaun JNaHHBIX,
SHEIPEHHE MNPOTPAMMHBIX  3aKJIaZOK ¥  HCIOJMB30BAHHE  CHELHATBHbIX HHCTPYMEHTAIBHBIX U
TCXHOJIOTHYECKHX TIPOTPaMM), & TAKXKE KOMOUHAIIMH BO3NEIHCTBIM, KaK H3HYTPH, TaK U H3BHE VupexneHus.

4.6.2. BHyTpeHHHE HapyIIHTENN:

BHyTpeHHUM HapyImuTeIeM MOXKET GbITh JIUIO U3 CIIEYIOMIHX KaTeropyil PabOTHHKOB YUpPEXKIEHHS:

- 3ApCrACTPUPOBAHHBIC TIOJB30BATENIM W IMEPCOHAN, OOCITY)KHBAIOIMUY TEXHHYECKHE CpPENCTBA
#H(QOPMAIIOHHBIX CHCTEM YUpEKIEHHS,

- PabOTHHKH, B TOM YHCIIE PYKOBOIHMTEIH, HE SBJISIONMECS 3aPerCTPHPOBAHHBIMH TI0Tb30BATEISIME
7 HE JONyMEHHBIE K MHQOPMALMOHHBIM peCypcaM YUpeKICHHs, HO HMEIOIIHE IOCTYIl B 31aHHS H
TOMEIICHHUST;

- PaOOTHHKH, B TOM HHCITE DYKOBOIMTENH, 3a/eHCTBOBAHHBIE B paspaGoTKe W COIIPOBOXKICHHH
TPOTPaMMHOTO 00eCIIeUeHHS.

4.6.3. BHeIIHNE HAPYINUTEIH:

BHelrHIM HapyIiTeIeM MOKeT ObITh JIIIO U3 CIEYIONIHX KaTer OPHil:

- pPabOTHHKH YUPEXKIEHHUS, ¢ KOTOPBIMH TIPEKPAIIEH (pacTOpruyT) TPyI0BOI OrOBOP;

- TIPCACTABUTCIIH BHEIIHWUX OpraHM3allMi, 3aHAMAIOIMXCS pa3paboTKOMN, IOCTAaBKOH, PEMOHTOM H
00CIy)KHBAaHUEM 3JIEMEHTOB HH()OPMAIIHOHHEIX CHCTEM;

- WICHBI PECTYNHBIX OPTaHU3ALUN TN JIUIA, IeUCTBYIOLINE 10 HX 3a1aHHMIO,

- L@, CITyYaHO MM YMBIIUIEHHO MPOHMKIIME B JOKAIBHYIO BEIMHCIHTENBHYIO CETh Vupexaenus
43 BHEIITHUX TEJICKOMMYHHUKAIIMOHHBIX CeTel (XaKeprl);



- aIMUHHUCTPATOPEI aBTOMAaTH3MPOBAHHBIX CHCTEM YUPEXKICHUS, MMEIOIINE HEOTPAaHUYEHHBIH TOCTYII
¥ WHQOPMAIMOHHBIM  pecypcaM  KOMIIOHEHTOB  KOPIOPATHBHOH  WH(POPMALIMOHHOM  CHCTEMEL
AIMHHHUCTPATOPHI aBTOMaTH3MPOBAHHBIX CHCTEM MOTYT OTHOCHTBCS KaxK K BHEIIHWM, TaK M K BHYTPEHHHM
HapVIIUTEISM.

4.7. Yreuka nHGOPMALNH 1T0 TEXHHUECKUM KaHanaMm [Ipu mpoBe/ICHUE MEPOTIPUSTHH U SKCIUTyaTalluy
TSXHHYECKMX CPEICTB YCTaHABJIMBAIOTCS CIENYIOIIME KaHAJBl YTEUKH WM HapyUIeHWs IEeNOCTHOCTH
#=(OpMaliK, HapyIIeHN paboTOCTIOCOOHOCTH TEXHUYECKHX CPEICTB!

- MOGOYHEIE 3JIEKTPOMATHUTHBIE HM3Ty4YeHHS WH)OPMATHBHOTO CHUTHAJA OT TEXHHYECKHX CPEICTB
Y upeKIeHUs ¥ THHUH Tlepeadn HHPOPMAIIUHY;

- HaBOJAKM WH(OPMATHBHOIO CHTHalla, 00pabaThIBAEMOTO TEXHHYECKHMHE CPEICTBAMH JIOKAITLHON
SEIYHCITUTENIBHOM CETH YUpeXIeHHUs, Ha IPOBOJIA U JIMHHH, BBIXOSIIHE 38 MPEACIIbl KOHTPOIUPYEMON 30HBI
Y 9DEKICHNUS, B T.4. Ha [ETH 3a3eMJICHHS U 9JIEKTPOITUTAHMUS;

- OJIEKTPUYCCKHE CHTHAIBI WM DaJHOM3IydeHHs, OOYCIIOBICHHBIE BO3ICHCTBHEM Ha CpelcTBa
nepenaud  MHQOPMAIMK  BBICOKOYACTOTHBIX CHTHAIIOB, CO3JaBaE€MBIX C IOMOINBIO pPa3BEIbIBATENHHOM
anmapatypel, 0 3(Gupy M NIPOBOJAM, JIHOO CHTHAJIOB MPOMBIIIICHHBIX PaIHOTEXHHYECKHX YCTPOUCTB
DaTHOBCIIATEIbHBIE, PadHOIOKAIMOHHEIE CTAHIHH, CPEICTBA PATUOCBS3H U T.11.), © MOIYJISIHEH UX

HHGOPMATHBHBIM CHTHAJIOM;

- aKyCTHYECKOE HM3IyuYeHHE HHOOPMATHBHOTO PEUEBOr0 CHTHANA WM CHTHANA, OO0YCIOBJIECHHOTO
DVHKIIHOHMPOBaHHEM TEXHHYECKHUX CPEACTB 00paboTku nH(pOpMAaIHy;

- JJICKTPUYECKUE CUTHAJIBI, BOSHUKAIOIIHE IIOCPEICTBOM Ipeobpa3oBaHust HHOOPMATHBHOTO CHIHAJIA
H3 aKyCTHYECKOTO B DJIEKTPHYECKHH 3a c4eT MUKPOGOHHOTO 3 (deKTa U pacpOCTpaHSIOLIIHECs TI0 TPOBOIAM
1 JTHHHAM TIepeladd HH(OpMaIiH;

- BUOpAIlMOHHBIE CHTHAIIBI, BO3HHKAIOIIHE IOCPEACTBOM [peoOpa3oBaHusi HHPOPMATHBHOTO
aKYCTHYCCKOTO CHTHajla NPH BO3JECHCTBHU €0 Ha CTPOUTENBHBIE KOHCTPYKIIMH M MHKECHEPHO-TEXHUYECKHUE
KOMMYHHKallUU BBIICIICHHBIX TOMEIICHNUI;

- BO3JCHCTBME HA TEXHHUYECKHE HIIM NPOTPAMMHBIE CPEICTBAa B IEISIX HAPYIICHHS LEIOCTHOCTH
(VHHYTOXKEHHUS, MCKaXEHHs) HHPOPMAIMH, PabOTOCIIOCOOHOCTH TEXHHYECKHUX CPEJICTB, CPEACTB 3AIUTEI
HH(OPMAIHH, aIpECHOCTH H CBOEBPEMEHHOCTH HHPOPMAIOHHOTO 00MEHA, B TOM YHCIIE JIEKTPOMarHUTHOE,
4epe3 CIenHallbHO BHEJPEHHEIE 3JIEKTPOHHBIE M IPOTPaMMHBIE CPEACTBA («3aKIIamKny);

- TIepexBaT MHPOPMAIMH HWIIH BO3IEHCTBHE Ha HEE C MCIOIb30BAHUEM TEXHHYECKUX CPENCTB MOMKET
BECTHCh HETOCPEINCTBEHHO M3 3IaHHUH, paclojioXKEHHBIX B HEMOCPEACTBEHHOU ONM30CTH OT 00BEKTa, MECT
BPEMEHHOT'O NMpeOBIBaHMs, 3aMHTEPECOBAHHBIX B IIEpeXBaTe MH(POPMAINK WA BO3ACHCTBUM HA HEE JIUI[ IIPH
MOCCIICHHH MMM YUPEXIECHHsA, a TakKkKe C I[OMOIIBI0 CKPBITHO YCTaHaBIMBAEMOM aBTOHOMHOM
aBTOMATHYECKOH anmaparypsl.

V. OcHOBHBIEC NPHHIHIIBI MOCTPOEHHS CHCTEMbI 3AINTHI HHPOPMALIHH.

[locTpoeHue cHCTEMBI 3alMTHI HHGOPMAIMH YUpexxIeHHs U ee (DYHKIMOHHPOBAHHE MOJIKHEI
OCYILECTBIIATECS B COOTBETCTBHHU CO CIEAYIOIIUME OCHOBHBIMH TIPHHITHTIAMH:

5.1. 3aKOHHOCTE.

Ilpenmonaraer ocCyIecTBIEHHE 3aIUTHBIX MEPONPHUATHH W pa3spaboTKy CHCTEMBI 3alHTEI
HHpOpPMAINH YUPEeXKITEHUsS B COOTBETCTBHH C JASHCTBYIOIIMM 3aKOHOIATENHCTBOM B 006JIaCTH MH(pOPMAIHH,
HH()OPMATH3allMK M 3aIIUTHl MHQOPMAIMH, a TaKXKe APYTHX HOPMATHBHBIX aKTOB 110 HH(POPMAIMOHHOH
0e30MacHOCTH, YTBEPXKICHHBIX OpraHaM¥ TOCYAapCTBEHHOMN BJIACTH.

[IpuasTele Mepel HMHQOPMAIMOHHOM 6€30MACHOCTH HE [JOJDKHBI IPEISTCTBOBATH  JIOCTYITY
PaBOOXPAHUTEIIBHEIX OPTaHOB B NIPEIYCMOTPEHHBIX 3aKOHOJATEBCTBOM CIIydasX K pecypcaM KOHKPETHBIX
HH()OPMAIMOHHEIX CHCTeM. Bee momb3oBaTenn HHYOPMAIIMOHHBIX CHCTEM Y UpEKIeHHS

IOJDKHEI HMETh TIPEJICTaBIEHHE 00 OTBETCTBEHHOCTH 3a IIPABOHAPYIICHHS B 00J1aCTH HH)OPMALIHH.

5.2. CHCTEMHOCTB.

CucreMHBIH MOAXOJ K MOCTPOSHHIO CHCTEMBI 3aIUTHI HHPOPMALMH B YUPEXKACHUH TPEATIONaraeT
VYET BCEX B3aMMOCBI3aHHBIX, B3aUMOJEHCTBYIOIINX M M3MEHSIONIMXCS BO BPEMEHH JJIEMEHTOB, YCIIOBHH M
(bakTOpOB, 3HAUMMEIX IS TIOHUMAHHS U PEIeHHs IpoGIeMBl obectieuennst HH(GOPMAIMOHHON 6e30aCHOCTH
Yupexnenus. IIpy co3maHHM CHCTEMBI 3allUTHl YUHTHIBAIOTCS Bee Cla0ble W HauboJiee YSI3BUMEIE MecTa
MH(QOPMAILOHHBIX CHCTEM YUpEXICHHs, a TakKe XapaKTep, BO3MOXKHLIC OOBEKTHl ¥ HAINPABJICHUS aTak Ha
He€ CO CTOPOHBI HAapYIIMTENEH, IyTH HECAHKIIMOHMPOBAHHOTO MOCTyNa K WHbopManmu., CHCcTeMa 3aIluThI
TOJDKHA CTPOMTBCS C YYETOM BO3MOXKHOCTH IOSIBIEHHS NMPHHIMIHMAILHO HOBBIX ITyTell peanu3aliu yrpos
0€30I1acCHOCTH.

5.3. KOMIIJIEKCHOCTE.



KOMILTEKCHOE HCIIOTB30BAHHE METOIOB H CPEJICTB 3aIMThl HHPOPMAIMOHHBIX CHCTEM TIPEATIOIAract
COTTACOBAHHOE MPMMEHEHHE MPOrPaMMHBIX M TEXHHUIECKHX CPEJCTB MPH TOCTPOCHHMH [IEJIOCTHOH CHCTEMBI
JalMTHl, MepeKphlBaloliedl Bce 3HAYMMBIC KaHATbl pealu3allid  yrpos. 3amura JOJDKHA CTPOHUTHCS
SIIeTOHMPOBAHO.  BHEmHAs — 3amuTa  JOJDKHA obecrieunBaThbcsl ~ (GQUIUUECKUMH  CPEACTBAMH,
OpraHM3alMOHHBIMY U TPABOBBIMH MEPaMH.

5.4. HenpepbIBHOCTH 3AIIUTEL.

JUtst oGecrieder s 9TOr0 MPHHIMIA HEOOX0 UM TIOCTOSHHAS OpIaHU3ALMOHHAM (aIMWHHUCTPATHBHA)
TToUIepKKa (CBOEBPEMEHHAs CMEHA M 00CCIICUEHUE MPAaBHIIbHOTO XPAHCHIT 1 TIpUMEHEHHUsT UMEH, TTaponei,
xTI09ell  mmQpoBaHMs, IEepepaclpe/eTICHUe nonHoMouni).  Ilopsmok — TMOJNyHeHHs — JOCTyma K
HHQOPMAIMOHHBEIM ~ PecypcaM — periaMeHTHpYeTCs B VHCTpYKIMH T10JTB30BATENs, OCYMIECTBIISIOMIETO
06paboTKy TIEpPCOHAIBHBIX JAHHBIX Ha 00BEKTaX BBIUMCIUTETHBHON TEXHUKH.

5.5. CBOEBpEMEHHOCTE.

TIpeamosaraeTcsl YIPEXKIAIOMMH XapakTep Mep obecrieueHrsT MHPOPMAIHOHHOH 6e30macHOCTH, TO
ccTh TIOCTAHOBKA 3a7ad 0 KOMIUIEKCHOH 3ammTe WHQOpMAlMH M peanusanus Mep obecrieueHus
SezomacHOCTH MHGOpPMAIMM Ha PaHHUX CTaIHIX pa3paboTku HMHQOPMAIIMOHHBEIX CHCTEM. PazpaboTtka
CHCTEMBI 3aIWTHI BeIeTCS Mapa/UleNbHO C pa3paboTKOM M pPasBUTHEM caMoil ToJIeXalleH 3aluTe
HH(OPMAIIMOHHOM CHCTEMBI.

5.6. IIpeeMCTBEHHOCTh ¥ COBEPIICHCTBOBAHHUE.

IIpeamonaraeT MOCTOSHHOE COBEPLICHCTBOBAHME MEp M CPE/ICTB SAllHTERI uH(OpPMALUH Ha OCHOBE
[IPeeMCTBEHHOCTH ~ OPraHW3alMOHHBIX W TCXHHHYCCKHX pelleHnl, KaJpoBOTO  COCTaBa, —aHanu3a
(bYHKIMOHHPOBaHHsS HHPOPMAITHOHHBIX CHCTEM Y UIPEXKICHUS 1 CHCTEM yH(POPMAIMOHHOH 3AIUTEI C YIETOM
H3MEHeHHH B MeETONaX M CpelcTBax Iepexsara MH(GOpMAIWH, HOPMATHBHBIX TpeGoBaHMH IO 3aImuTe,
JOCTHTHYTOTO OTEYECTBEHHOTO M 3apy0eKHOTO OTbITa B 3TOM 00J1acTH.

5.7. IlepcoHanbHasi OTBETCTBEHHOCTb.

IIpeamonaraeT BO3JIOXKEHHE OTBETCTBCHHOCTH 3a obecrieueHe HHPOPMAIMOHHOH 0e30IIacHOCTH Ha
K@K0TO PaGOTHHMKA B TIPEIeNax ero MOTHOMOUMiA. B COOTBETCTBAM € 3TUM TIPHHIATIOM pactipefie/IicHUE TpaB
1 oOs3aHHOCTEH PaGOTHWKOB CTPOHMTCS TakuM 00pas’oMm, qroOBl B Cjlydae J000T0 HapyIIeHHs KpyT
BHHOBHHKOB OBUT YETKO M3BECTEH MIIM CBEJICH K MUHUMYMY.

5.8. MUHAMH3AIHS TTOTHOMOYHL.

IIpeamonaraeT NMPEeNOCTABICHHE MOJB30BATENIM MHUHUMAIBHBIX MpaB JI0CTYyIa B COOTBETCTBHH CO
ciyxebHON HeoOXomuMOCThIO. JIocTym K HHGOPMAIUH JODKEH TPENOCTABIATECSA TOJBKO B TOM CIIyHac
00BEME, CITH 3TO HEOOXOIMMO PAaOOTHHUKY IS BEIIOIHEHHS €T0 HO/DKHOCTHBIX 0053aHHOCTEH.

5.9. Tu6K0CTb CHCTEMBI HH()OPMAIOHHOH 6€30MacHOCTH.

IIpemmosnaraeT crocOGHOCTb CHCTEMBI MH(OPMAIMOHHOM 6e30MacHOCTH pearnpoBaTh Ha M3MEHCHHUS
BHEIIHEN CPE/Ibl U YCIIOBHH OCYIIECTBICHHS VupexIeHHEM CBOEH JCSATE/IBHOCTH. B umci0 Takux H3MEHEHHUH
BXOJIAT:

- M3MEHEHNsT OpraHH3aMOHHON H IITATHOM CTPYKTYPBI Y UPEXKICHHS,

- H3MEHEHHUE CYIIECTBYIONINX UM BHEAPCHNE MPHHIIMITAAIBHO HOBBIX HH(QOPMAIMOHHEIX CHCTEM;

- BBOJ B OKCIUTYaTAIHIO HOBBIX TEXHUYECKAX CPCICTB.

5.10. ITpocToTa IPUMEHEHHUST CPEJICTB 3ALIUTHI.

MexaHm3MBl H METOTBI CHCTEMbl 3alMTHl MH(GOPMAIMK JOJIKHBI OBITH TOHATHBI W MPOCTHI B
HCIIOTB30BAHAM. [IpEMEHEHHE CPEJICTB M METOZOB 3AlMTHI HE CBS3AHO CO 3HAHMCM CIIEUATBHBIX S3BIKOB
MM C BIIOMHEHWEM NeHCTBHI, TPeOYIOMMX 3HAUMTENBHBIX IOIMONHHTEIBHBIX TPYAO3aTpar IpH OOBIYHOM
paGoTe 3aperMCTPHPOBAHHBIX MOJB30BATENCH, 4 TaKkKe HE TpeGyeT OT TOJIB30BATENS BBINOITHEHHS
MAJIOTIOHSTHBIX €My OIEpalui.

5.11. OGOCHOBAaHHOCTD U TEXHUYECKAST PeaIn3yeMOCTb.

IIpemmonaraeT, 9T0 HHOOPMAIMOHHBIC TEXHONOTHH, TEXHHHUCCKHC H [pOrpaMMHBIE CPENICTBA,
CpecTBA M MEPHI 3aIIUThl MHQOPMALHH PEATH3yIOTCs Ha COBPEMCHHOM TEXHHYECKOM YPOBHE U 0OOCHOBAHBI
JUTSL JOCTHKEHHS! 3aJaHHOTO YDOBHS Ge30TacHOCTH MHpOpMAIMA SKOHOMHYECKOH 11e7eco00pasHOCTH, a
TaKOKe COOTBETCTBYIOT YCTAHOBICHHBIM HOPMaM M TPEOOBAHUSM T10 6e301acHOCTH HHPOPMAIIHH.

5.12. Crienpanu3anust ¥ TpoQeCCHOHATH3M.

[IpenmonaraeT IpHBICHYCHHE K pa3paboTKe CPEACTB M peanisali Mep 3aIUTBl UHQOPMALUA
CTEIMANH3APOBAHHBIX OpraHH3almif, Hauboee MOATOTOBICHHBIX K KOHKPETHOMY BHILY JIESATEIBHOCTH TI0
0BeCeUeHIIO Oe30TMacHOCTH HH(GOPMAIMOHHEIX PECypCOB, HMMCIOMINX  OIIBIT NpaKTHYEeCKOH paboThl U
TOCYIapCTBEHHYIO JTHLEH3HIO Ha MPABO OKa3aHWs yCiyTr B sTOM 0b6nacTH. Peannzaius aqMAHHCTPaTHBHBIX
Mep ¥ OKCIUTyaTallWs CPeICTB  3AlIMTBI  OCYIICCTBIACTCH Mpo()ECCHOHANBHO ~ TOATOTOBICHHBIMA
CTIEIUATMCTAMH 3aLIATEl HEQOPMAIHH Y YpeIKICHHUS.




5.13. O6s13aTeTBHOCTH KOHTPOJIS.

ITpennonaraer 00s3aTeTPHOCTD M CBOEBPEMEHHOCTD BBISBIICHHS W MTPECEUCHHUS MOMBITOK HAPYIICHUS
YCTaHOBJIEHHBIX IIpaBUII oOecrieueHus 6e30MacHOCTH HH(POPMAITHH.

KoHTpons 3a nmedaTenbHOCTBIO MHOOOTO MONTB30BATENs, KaXIOTO CPENCTBA 3aIIHUTHI U B OTHOIUICHHH
moboro 0OBEKTa 3aIMUTHI OCYINECTBISETCS HA OCHOBE MPHUMEHEHHs CPEICTB ONEPATHBHOTO KOHTPONS U
PErMCTpallid M OXBAaThIBACT CAHKIMOHMPOBAaHHBbIE M HECAHKIMOHMPOBAaHHBIE ACHCTBHS IOJIH30BATEINICH.
BrisBieHHBIE pabOTHUKAMHM YUpPEXXICHUS HEJOCTATKA CHCTEMBI 3allUTHl HWHGOPMALUH TOBOASTCS IO
CBEICHUS HEIOCPEINCTBEHHOTO pyKoBomuTens. O CyIIECTBEHHBIX HEIOCTATKaX COOOIIAETCs PYKOBOIHTEIIO
VuapexxneHus.

VI. Mepbl, MeTOABI H cpecTBa o0ecniedeHHsI HHPpOPMANHOHHOI (€30NACHOCTH.

6.1. Meps! obecrieueHust HHQOPMAITHOHHOM 6€30TTaCHOCTH.

6.1.1. 3akoHOmaTenbHBIC (MPaBOBBIE) Mepbl OOECHEYCHUST WHGPOPMAIMOHHOW Oe30MacHOCTH K
IIpaBOBBIM MepaM obecriedeHus: HHPOpPMaIoHHO# 0e30MMacHOCTH OTHOCATCS AeHCTBytomme B Poccuiickoit
Denepaly 3aKOHOIATENBHBIE W WHBIE HOPMATHBHBIE AKTHI, PETJIAMEHTHUPYIOUIME TpaBuiia OOpalleHus ¢
HHbOpMalKel, 3aKpeIUIIoKe IMpaBa W OOS3aHHOCTH YYaCTHHKOB HH()OPMAIMOHHBIX OTHOIIEHHH B
nporecce ee 06pabOTKK U MCHOIB30BaHUS, a TAKOKE YCTAHABIUBAIOIIHE OTBETCTBEHHOCTD 3a HAPYIICHHS dTHX
npaBui. IIpaBoBble Mepbl oOecrmedeHHs WHPOPMAIMOHHON OE30MaCHOCTH HOCAT — YIIPEIKTAIOIIHiA,
MpoQuIaKTHUeCKHH XapakTep W TpeOYIOT IOCTOSIHHOM pasbsCHUTENBHOW paboThl ¢ TIOMB30BATEISIMH |
00CITyKMBaIOIIUM NEPCOHAIOM HH()OPMAMOHHBIX CHCTEM Y UPEIKICHHS.

6.1.2. TexHomorudeckue Mephl obecreueHnss HHGOPMAIIMOHHOM 6E30MaCHOCTH K JaHHOMY BHIY MEp
olecriedeHdss HH(GOPMAIMOHHONH OE30MaCHOCTH OTHOCSATCS TEXHOJOTHYECKHE PpEIICHHS ¥ IPUEMEI,
HalpaB/ICHHBIE HAa YMEHBIIEHHE BO3MOXXHOCTH COBEpIIEHHs pabOTHHKAaMH OLMMOOK M HapyIIEeHWH B paMKax
IPEI0CTABJICHHBIX MM IIPaB U TIOJTHOMOYHIA.

6.1.3.  OpraHuzalMoHHbIe  (8IMWHHCTPATHBHBIE) Mepbl  obOecreueHHs:  WHPOPMAIHOHHON
0230MacHOCTH.

OpraHu3zaioHHbIe (aIMHHHCTPATUBHBIE) MEPBI 00eCIeUeHHs WH()OPMAIHOHHOM GE30IIaCHOCTH — 3TO
MEpBI  OPraHM3alMOHHOIO XapakTepa, perjiaMeHTHPYIOUIHe Mpomecchl (YHKIMOHHPOBAHHUS CHCTEMBI
00padOTKH JaHHBIX, HCIOJIB30BAHHE €€ PECypcoB, NEATEILHOCTH OOCTY)KHBAIOIIETO MEPCOHANA, a TaKKeE
MOPAI0K B3aUMOJEHCTBUSL MOJB30BaTENeH C CHCTEMOM TakuM 00pa3om, YTOOBI B HAaWOOJNBINEH CTEIEHH
3aTPYIHHTE WM HCKJIIOYMTH BO3MOXKHOCTB peajiu3allii yrpo3 0e30MacHOCTH WM CHU3HUTH pa3Mep IOTeph B
carydae HX  peanusanuu.  OpraHu3andOHHBIMH  (QAIMHHUCTPATHBHBIMKM)  MepaMH  OOECIICUYEHHS
HH(POPMAIMOHHOM 0€30MacHOCTH SIBIISIFOTCSL:

- periaaMeHTanys JOCTyTa B 31aHue Y UpeXKICHHS,

- PeraaMeHTanys JoIycka pabOTHUKOB K HCTIOIB30BaHUIO HH(OPMAITHOHHEIX PECYPCOB;

- aHanu3 TpeOOBAaHMUIl K 2JIEMEHTaM CHCTEMBI Ha OCHOBE 3asBOK ITOJIb30BaTECH Ha 00CITy)KHBaHHE U
MOIH(HKAIHIIO aNllapaTHBIX U IPOTPaMMHBIX PECYPCOB;

- obecrieueHHe M KOHTPONb (DM3WUECKOH LENOCTHOCTH (HEHM3MEHHOCTH KOH(QHUTYpalnu) CpeICTB
BBIYHCIIUTENIFHON TEXHUKH;

- o0yueHHe ToJIb30BaTeNeH; IeITeTBHOCTD 110 00ECTIEUeHHIO HH(OPMATHOHHON 6€30TaCHOCTH;

- ycuoBuss  00pabOTKHM  HMHQOPMALMOHHBIX  PECYpCOB  KOH(DHUIECHIMATBHOTO  XapakTepa,
OTBETCTBEHHOCTh 3a HapyIIEHHUs] yCTAaHOBICHHOTO MOpSIKAa IOJIB30BaHUS WH()OPMAIHOHHBIMH pecypcamu
VuapexxaeHusl.

6.1.4. ®usnueckue Mepsl oOecnedeHusT HHOOPMAITMOHHOM Oe30MaCcHOCTH.

Qusnveckne Mepsl obecneueHHsT HHOOPMAIMOHHOW O€30MacHOCTH OCHOBAaHBI HA TMPUMEHEHHH
MEXaHMYECKHX, JIEKTPOHHBIX HIIH 3JICKTPOHHO-MEXaHUUECKUX YCTPOMCTB, CHEIHMATBHO TpeTHa3HAYeHHBIX
JUISL CO3IaHMsT QU3MYECKUX MPEISITCTBUN HA BO3MOXXHBIX ITYTSAX MPOHUKHOBEHHS MU OCTYIIA MOTCHIIHAIBHEIX
HapymHuTeNneH K 21eMeHTaM HHPOPMAMOHHBIX CHCTEM H 3aIlHIIaeMOi HHPOPMAIIHH.

6.1.5. Texaudeckue Mepbl oOecnedeHus HHOPMAHOHHON Oe30ITaCHOCTH.,

Texnmueckue (ammapaTHO-IIPOrpaMMHBIE) MeEphl OOecieueHHst WHPOPMAIHOHHON 0e30macHOCTH
OCHOBaHBI Ha HCIIOJIb30BAaHUM JJIEKTPOHHBIX YCTPOMCTB M CHEIHATBHBIX TMPOTPAMM M  BBITIOJHSIOIIMX
(caMOCTOSITETFHO MM B KOMIUIEKCE C JOPYTHMH CPEACTBAMH) (DYHKI[MH 3aIMUThl (MACHTHOHKALMIO U
ayTeHTH(HUKALMIO TII0JIb30BAaTENEl, pasTpaHHUYeHHE JOCTya K pecypcam, perHCTpalfio  COOBITHIA,
KpUIITOTpadHUeCcKOe 3aKPBITHE HHOOPMAIIHH).

VII. OcobenHocTH 00paboTKH HH(pOPMAIINH, COTEPIKAIIEI MepCOHATbHBIE JaAHHBIE.
7.1. Bce nepcoHa bHbBIE TaHHBIE CYOBEKTa YUPEIKACHUS CICIYET ITOIydaTh Y HETO caMoro (st



oOyJaromuxcst YUpexIeHns OT POAHMTeNeil — 3aKOHHBIX Ipe/cTaBuTeNel). Ecim mepcoHambHbIe
NAHHBIC BO3MOXKHO MOJYYHTh TOJBKO Y TPETBEH CTOPOHBI, TO CYOBEKT MEPCOHANBHBIX JaHHBIX IOJDKEH OBITH
yBEIOMIIEH 00 3TOM 3apaHee H OT Hero JIOJDKHO ObITh MONY4eH0 THCBMEHHOE COTIacue.

HOKHOCTHOE JIMIO YHPEeXAECHHS TOIKHO COOOIIMTH CyGBEKTY MEPCOHATBHBIX IAHHBIX O LENSX,
IPCANONIAraéMbIX HCTOYHHMKAX H CIOCO0aX MONyYeHHs MEPCOHANBHBIX NAHHBIX, a TAKXKE O XapaKTepe
TOTIEKAMKX ToNTydeHuIo 1] 1 oCIeNCTBUAX 0TKa3a NaTh MHCBEMEHHOE COTJIACHE HA MX MONTYYEHHE.

7.2. VdpexneHne He MMEET NpaBa MONy4aTh W oOpabaThIBATH NAHHEIE CYOBEKTa NIEPCOHATBHBIX
NaHHBIX O €ro pacoBOM, HAUMOHAIHLHOH NPHHANIEKHOCTH, MONMTHYCCKAX B3ITIANAX, PEITUTHO3HBIX HITH
duocodexux yGexeHUsX, COCTOSHHH 3T0POBBSI, YaCTHOM XKU3HH. B CITydasx, HEOCPEICTBEHHO CBSI3AHHBIX
C BONIPOCaMH TPYMOBBIX OTHOMICHHH, B COOTBETCTBHH cO ¢T. 24 Konctutymmm Poccmiickoit ®enmeparnun
pabotoznarens BIpaBe MOTyYaTh M 0OpabaThIBaTh JAHHBIE O YACTHON JKH3HH PaOOTHHKA TOJBKO C €ro
IIHCBMEHHOTO COTJIACHS.

7.3. CyObexT NepcOHATbHBIX JAHHBIX CaMOCTOSTENBHO NPHHMMAET pelleHHe O IpPeI0CTaBICHHH
CBOMX MEPCOHAIBHBIX JaHHBIX M JAET COriache Ha uX 06paboTKy.

7.4. O6paboTKa yKa3aHHBIX MHaHHBIX BO3MOXKHA 0O€3 €ro COrJIacHs B COOTBETCTBHH CO CT.6
OenepanbubM 3ak0HOM 0T 27.07.2006 Nel52 «O mepcoHaTbHEIX JAHHBIX Y.

7.5. Cormacue Ha 06pabOTKy MepCOHAIBHBIX TaHHBIX 0QOPMIIETCS B ITHCEMEHHOM BHIE.

7.6. IlucemenHOE cormacue Ha 06paboTKy CBOMX MEPCOHATBHBIX JAHHBIX JOJDKHO BKIIOUATE B CeOs:

- (hamMuIIHIO, HMSI, OTYECTBO, aJpec CYOhEeKTa [IepCOHANBHBIX JaHHIX, HOMEP OCHOBHOTO IOKYMEHTa,
YAOCTOBEPSIOIMIETO €r0 JIMYHOCTD, CBEICHMUS O 4T BBINAYM YKa3aHHOTO IOKYMEHTA M BBIIABIIEM €TI0 OPTaHe;
HAaUMEHOBAaHHE (QaMHIMIO, HMs, OTHECTBO) M aApeC OlepaTopa, MOJNYUalONero Ccornache CyOobexTa
IIEPCOHAIBHBIX JIAHHBIX; IleJIb 00pabOTKM IIepCOHANBHBIX NAaHHBIX; IepedeHb MEePCOHANBHBIX JaHHBIX, HA
00pabOTKy KOTODBIX JIa€TCs COTIaCHe CyOBeKTa IEPCOHATBHBIX JAHHEIX; [ePEdYeHb NCHCTBHE C
[IEPCOHATBHBIX NaHHBIX Ha COBEPLICHHE KOTOPHIX TA€TCs COrjache, oOIIee ONMHCAHWE HCIIOIb3YEMBIX
OTIepaToOpoM CIoco60B 06pabOTKH TepPCOHATBHBIX JaHHBIX; CPOK, B TEUEHHE KOTOPOTO AEHCTBYET COTNIACHE, a
TaK>Ke MOPSIIOK €r0 OT3hIBA.

7.7. Cornacue Ha 00pabOTKy IEPCOHAIBHEIX JAHHBIX MOKET OBITH OTO3BAHO CYGBEKTOM
IIEPCOHANBHBIX JaHHBIX I10 TMCbMEHHOMY 3aIPOCy Ha HMsI THPEKTOpa Y UpekIeHHs.

7.8. CyGbeKT MepcoHaTbHBIX JaHHBIX HMEET NIPAaBO Ha MOJIyYeHHE CIIEYIONTell HHpOPMAIIHH:

- CBEJICHHS O JIMIAX, KOTOPbIE HMEIOT JOCTYI K NMEPCOHATBHBIM /[AHHBIM HIJIH KOTOPBIM MOXET OBITH
IPEOCTaBICH TaKOW [OCTYI; IepedeHb 00pabaThIBaeMbIX IME€PCOHAIBHBIX JAHHBIX H HCTOYHHK HX
TIOTyICHHSI; CPOKH 00pabOTKH MEPCOHANBHBIX JaHHBIX, B TOM YHCIIE CPOKH X XPaHEHHS;

- CBEJICHUS O TOM, KaKWe IOPUIUYECKHE MOCIEICTBUS IS CYyOhEKTa MEPCOHANBHBIX JAHHBIX MOXKET
TIOBJIEYb 33 000 06paboTKa ero MepcoHANBHEIX JaHHEBIX.

7.9. CyObeKT TNEepCOHANBHBIX IAaHHBIX BIOpaBe TpeGOBATH OT ONEPaTopa YTOUHEHHS CBOHX
TIEPCOHANIBHBIX JIAHHBIX, WX OJIOKHPOBaHHWS WM YHHYTOXCHHS B Cllydae, €CIHM IEPCOHATBHBIX NAHHBIX
ABJISIOTCS. HENOJHBIMH, YCTapeBIINMM, HEIOCTOBEPHBIMHM, HE3aKOHHO IMMOJYYEHHBIMH WM HE SIBIISIOTCS
HEOOXOMMMBIMH JUTS 3asIBIICHHON Lien 06paboTKH.

7.10. CeneHust 0 MIEPCOHANBHBIX JAHHBIX JOJDKHBI OBITH MPENOCTABIEHBI CYOBEKTY MEpPCOHATBHBIX
JaHHBIX OIEPaTOPOM B NOCTYHNHOH (opMe, M B HHX HE JIOJDKHBI COACPKATHCSA B IEPCOHAIBHBIX JaHHBIX,
OTHOCSIIUECS K APYTHM CyOBEKTaM MEPCOHATBHBIX HaHHBIX.

7.11. JlocTyn K CBOMM TIEpCOHAIBHBIM JaHHBIM MPEIOCTABISETCS CyOBEKTY NMEPCOHATBHBIX TaHHBIX
UM €ro 3aKOHHOMY IPEACTABHTEIO OIEpaToOpoM IIpH MOJIyYeHHWH ITHCBMEHHOTO 3ampoca CyObeKTa
TIEPCOHANIBHBIX JAHHBIX WM €r0 3aKOHHOTO MpencTaBuTens. [IMcbMEeHHbIH 3ampoc Do/mKeH ObITh aapecoBaH
Ha UMsI TUPEKTOPA Y UPEXKICHNS MITH YIOIHOMOYEHHOTO PYKOBOJAUTENEM JIHIIO.

7.12. CyGwvext B mpaBe 00>KaloBaTh B YIOJHOMOYEHHBIH OpraH IO 3alIuTe ITpaB CyOBEKTOB
NEPCOHATBHBIX [MaHHBIX MM B CyNeOHOM IIOpSIKE HEIpPaBOMEpHbIE MAeHCTBHS MM  Ge3meiicTBHS
TIEPCOHANIBHBIX JAHHBIX JO/DKHOCTHBIX JIMI[ YUpEXKIECHHS MpH 00paboTKe W 3aluTe €ro MEePCOHATBHBIX
JaHHBIX,

VIII. O6s13aHHOCTH H MPaBa MOJUKHOCTHBIX JIHIL.
8.1. PykoBomuTenb VYUpexAeHHs Opranusyer paboTy 110 TNOCTPOEHAIO  CHCTEMBI  3alHTHI
HH(OPMAIMOHHOH CHCTeMBI. B wacTHOCTH:
- HAa3Ha4YaeT OTBETCTBCHHOTO 3a OPraHW3alliIO 3alUTEl HHOOPMAIMHM H3 YHCIA COTPYIHHKOB
Vupexnenus,
- YTBEPXKIAeT KPYT JIUII, KMCIOIIMX AOCTYII K 3alUINaeMoii HHPOPMAIIHH 1 TIOPSIIOK MX PabOTEI;



- YTBEPXKIAET KOMIUIEKT JOKYMEHTOB, OMPENEINSIOINX TOIUTUKY B OTHOLIEHHUH 3alIUTH HHPOPMAIMH
B YYPEKICHHH, a TaKKe JIOKAIbHBIE aKThl, YCTaHABIMBAIOUIMX MPOIEAYpHI, HAlpaBliCeHHBIE Ha
IpeIoTBPAIlleHHE | BBIIBIIEHUE HapyIIEHHI 3aKOHOJaTeNIbcTBa PO,

8.2. OTBETCTBEHHBIH 3a 3aIMUTy HHPOPMALIUH:

- pa3pabaTeIBaCT OPraHU3aLMOHHO-PACHIOPSOUTENFHBIE TOKYMEHTHI [0 BOMpPOCAM  3aIlUTHI
uHbopManuy pu e€ 06paboTke ¢ HOMOIIBIO HHHOPMALHOHHON CHCTEMEL;

- KOHTPOJIMPYET UCIIOJIHEHHE NIPUKA30B U PACIOPSDKEHUH BBIIIECTOSIINX OPTaHHU3AIHiA 110 BOTIPOCaM
obecrieueHust 6e30MacHOCTH WH(GOPMAIIHH;

- obecnieunBaeT 3alUTy HHGOPMAIIUH, IHPKYITUPYIOIMel Ha 00beKTaXx HHOPMAaTH3aIIHH;

- TPOBOJUT CHUCTEMATHYECKHH KOHTPOJb pabOThl CHCTEM 3aIlWThl HH(OpMAIMH, MPUMEHSIEMBIX B
HHQOPMALHOHHON CHCTEME, a TaKXXe 3a BBITOJHEHHEM KOMIUICKCA OpPTaHM3aIllMOHHBIX MEPOIPHUATHI IO
obecrieueHmo 6e30MmacHOCTH HH)OPMAITHH;

- IPOBOJMT MHCTPYKTAX I1OJIb30BaTeNe HHPOPMAITMOHHON CUCTEMBL;

- KOHTPOJIMPYET BBIIOJIHEHHE aIMUHUCTPATOPOM HWHGOPMALMOHHOM CHCTEMBI O00S3aHHOCTEH I10
obecrieyeHNIO  (GYHKIIMOHMPOBAHUS CHCTEM 3aIldThl HH(QOpMamuu (HaCTpOHKa W  COMPOBOXKICHUE
IOJICUCTEMBI  YIIPABIICHHs JOCTYIIOM IIOJIB30BaTeNsl K 3allUIAaeMbIM HH()OPMAIMOHHBIM pecypcam
HH(OPMALHOHHOH CHCTEMBI, aHTHBHPYCHAS 3allNTa, PE3€PBHOE KOIMTHPOBAHUE TAHHBIX H T.1I.);

- KOHTPOJMPYET TOPAOOK yuéTa W XpaHEHHS MAaIIWHHBIX HOCHTENEH KOH(pHUICHIMATLHONR
HHpOpMaIHH;

- y4acTByeT B paboTax II0 BHECEHHIO W3MEHEHHMH B amllapaTHO-IPOTPAMMHYIO KOH(QHUTYpaInio
UHQOPMAITMIOHHON CHCTEMBI,

- OIpeleNnseT IOpSN0K H OCYIIECTBISIET KOHTPOJIb PEMOHTA CPEACTB BBIUHUCIHTEIBHOM TEXHHKH,
BXOJSIIIUX B COCTaB HHPOPMAIIMOHHON CHCTEMBI;

- NPUHMMAET MEPBI [0 ONEPATHBHOMY H3MEHEHHIO Mapojedl INpH YBOJHHEHHH HIIH TEPEMEIICHHH
COTPYIHUKOB, HMEBIIHX JOITYCK K HHPOPMAITHOHHOH CHCTEME;

- TpeOyeT yCTpaHEHNUs BEISIBICHHBIX HApPYIICHUH W HEJOCTATKOB, JIaeT 00sI3aTeIbHBIC T HCIIOTHEHHS
yKa3zaHHs 110 BOIIpocaM 00eCTIedeH s MOJT0XKEHHH HHCTPYKIHH 110 3aiiTe HHGOPMAITHHT;

- TpebyeT OoT pabOTHHUKOB HpEICTABICHHUS MHCEMEHHBIX OOBSICHEHUH 110 (paKTaM HapYLIEHHS PeKUMA
KOH(HICHIHATIBHOCTH;

- B CJIyd4ae BBISBJICHHUS IIONBITOK HECAHKIMOHHPOBAHHOTO JOCTyIa K WH()OPMAIMK MM IIOIBITOK
XMIIEHNs, KONMMUPOBAHHUS, M3MEHEHHMS, He3aMEIIHTEIIbHO MPUHHMAeT MEphl TpecedeHHs W IOKIIaIbIBaeT
PYKOBOIHUTENO Y UPEKACHHUS;

- 00 HMEIOIHMXCS HENOCTaTKaX U BBIIBJICHHBIX HAapyIIEHHSIX TpeOOBaHWH HOPMATHBHBIX H
PYKOBOISIIMX JOKYMEHTOB IIO 3aIlUTe MH(POpMAlWH, a TAKXXE B YCTAHOBJICHHBIC CPOKH MOJATOTABIIHBAET
HECOOXOMMMYIO OTYETHYIO TOKYMEHTAIIUIO O COCTOSHUU paboT 110 3aiuTe HHPOPMAITHH.

8.3. HecooTBeTcTBHE ME€p YCTAHOBJICHHBIM TPEOOBAHHSIM WM HOPMaM MO 3aliuTe HH(OpPMAIWH,
SBIIACTCS HApYIIEHWEM M BIICYET aIMHUHHCTPAaTHBHOE HaKa3aHWE OTBETCTBEHHBIX JIHII B COOTBETCTBHH C
3aK0HOIaTenbCcTBOM P,

IX. 3akarounTebHBIE MOJT0KEHHS.
9.1. ITo10:xeHHE BCTYTIAET B CHITy C MOMEHTA €TI0 YTBEPIKIECHHSI.
9.2. Ilo0%eHHe ABIACTCS JIOKATBHBIM aKTOM 00pa30BaTeNIbHOrO YupeKaeHus. BHeceHEe H3MEHEeHH I
U 1oTmoJHeHuH B [10105xeHNHe OCYIECTBISIETCS B OPSAKE €r0 MIPUHSTHS.
9.3. Hacrosmee IlomoxeHne MoOXeT OBITh M3MCHEHO (JOMOJIHEHO) JIOKANBHBEIM  aKTOM
00pa3oBaTeIbHOTO Y UPEIKICHHS.
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